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BiTasibHe cnoBO

JTropu 6epyTh y4acTb Y BUOOPUMX KaMIIaHisAX 3 PI3HUX MPUYMH: 0OpaHH JIifiepa, B IKOTO BOHK
BipsATb, IPOCYBaHHA HOPSAKY JEHHOTO, OYNILIeHHs BlIajy, abo 3apagy «Kaidy» Ta afpeHaniny
IiJ] 9ac KaMmaHil. [le — geski 3 npu4uH, 10 NPUBOJATD HAC 10 NOMITUKNA. M1 TOYHO He

PN TO Hel TOMY, 10 XOTi/IM CTaTu KibepeKkciiepramuy, i ;yMaeMo, 110 BU TaKOX.

Ha xanp, kibep3arposu 3poCcTalTh Ta MAIOTh CIIPOMOXKHICTh ITOBHICTIO PO3BAJINTH BALIy
KaMIIaHil0. M1 3aiiMa€EMOCA KaMIIaHiAMM Ta HiATPUMKOI MI>KHapOSHUX AEMOKPaTUYHUX
Ipo1IeCiB, i My 6auny Ha BIACHI 04i, K XaKepCTBO, e3iHdopMariis Ta BuaneHHs BeO-cailTis

MOXXYTb BIUIMHYTY Ha Iepebir BUOOPIB, a TAKOXX Ha BEKTOP KpaTHIL.

D3P - ue gBomapriiiHa KOMaH/a jep>XKaBHIX Ta IPUBATHUX €KCIIEPTIB 3 KibepbOesmek, a
TaKOXX €KCIIEPTiB 3 BEIMKNUM JOCBIZIOM IPOBEJEeHHA MOMITUYHNX KaMIIaHil. Y IIbOMY BUJJaHHI
M IpaljfoBan y napTHepcTBi 3 Mbxuapoguum Pecriyonikancpkum Incturyrom (IRI) ta
Hauionanpuum [emokparinanum Incturyrom (NDI) piis kpaioro posymiHHA BUOOPYOTO

KOHTEKCTY Ta K BpaXOBYyBaTu Ki6ep—pI/I3I/IKI/I Ta 3aXMIIaTmnCA Bi,T_I HUX.

My HaleXXVM [0 pisHUX HOMITUYHMX IApTiil Ta He 6araTo y YOMYy IOTO[PKYEMOCS, KON JAeThCs
PO iep>KaBHY MOJIITUKY, ajie € OffHA Pid, sIKa Hac 00 €HYE — Iie Bipa y Te, 1[0 caMe BIUOOPII
MalOTh IPUIIMATH pillleHHs Ha BUOOpaXx, 1 HixTo iHummit. Bee 6inpin undpomii croci6 Hauoro
XKUTTSA Ta poOOTY HaJja€ HOBi MOXK/IIBOCTI Ji/Is OIIOHEHTIB BIUIMBATY Ha HAIly KaMIIaHil0 Ta

Ha Bubopu. Xoua BaM i He Tpeba 6yTu KibepeKcriepToM Ajisl TOTo, 106 YCHIlIHO IPOBECTH
KaMIIaHilo, BU HeCeTe BiINIOBiJA/IbHICTD 3a 3aXMCT CBOTO KaHAMAATA Ta IapTii Bil OIOHEHTIB

y uudposomy npoctopi. Came ToMy y paMkax npoekty «Ha saxucti nudposoi geMoxparii»

LlenTtpy «bendep» 3 nuranp Haykyu Ta MbKkHapogHuX crpas lllkonu ynpasninaa im. [Jxxona ©.

Kepamyi 0y espopemongidepOesnexn mig yac kamnanii [PDF]

Hanionanpamit Tlemokparianuii IncturyT, Miknapognmiit Pecny6nikancpkuii IHcTHTYT Ta lecATkm
00paHMX II0CAOBLiB, eKCIEPTIB 3 6e31eky Ta mpodeciiiHNX KepiBHUKIB BUOOPYMX MITA0iB
criBIpanoBany 3 npoekToM «Ha 3axmcri nudpoBoi gemokparii» pis aganrauii iiei Crparerii

[0 IIMPUIOTO M>KHAPOJHOTO KOHTEKCTY.
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Indopmauis, 3ibpana TyT, migxomuTh A1 OyAb-sAK0I KaMnaHii y 6yab-sKii nmaprii. Bona mae Ha
MeTi 030pOiTV Bac MPOCTVMM Ta [Ai€BUMU CIIOCOOAMM 3aXMUCTUTH iHPOpMallilo Baurol KaMnaHii
BiJ] OITOHEHTIB, AKi HAMATaIOThCA aTaKyBaTy Bally IIapTil0 Ta IeMOKpaTiio y Baunin kpaini. [Tonap
yce MM CIIOJ[iBaEMOCH, 110 Iieil pecypc JO3BOIUTh BaM BUTpadyary Oi/blie yacy Ha Te, 3apajyu

YOTO BY IIPUNILIN — 3[i/ICHEHHS KaMIIaHil.

Ycmixis!
Po66i Myk Merrt Poyac
Kepisnuk eubopuoeo wimaby I'inapi Kepisruk subopuoeo wimaby Mimma
Kninmon y 2016 p Pommni y 2012 p.

P.S. — ¥ Bac € ifies1, sk MOYKHA MMOKPALUTH LI}0 CTpaTerito? 3’ ABUINCh HOBi TeXHOJIOTIi ab0 cmabki
JTAHKM, SIKi MU MA€MO B3ATU [0 yBaru? Mu xo4emMo IIouyTH Lie Bif Bac. byfib macka, nopinitbca
CBOIMM ifiesiMy, icTopisiMu Ta 3ayBakeHHAMU Ha Twitter @d3p, BUKOPUCTOBYIOUY XeIITer
#6iyberRiadhookg a60 HaginUIiTh HAM €TEKTPOHHMIL JIVICT Ha afpecy: , {06 My

MOIIV IPOJIOBXKYBATH BJOCKOHAJIIOBATH Liell pecypc 1o Mipi 3MiH y indpoBOMY cepeioBUIILi.
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ABTOpM Ta gonucyBadi

Llei npoeKT cTaB MOX/IMBUI 3aBASIKW OECSATKAM /toael, ski o6’ s3HO MPUCBATUAN MOMY CBI Yac. OcobnvBa noasika Je6opi
MnaHkeTT 3a KepiBHMLTBO NpoekTom Ta FappicoHy MoHckKi 3a HanncaHHs MaTepiany. Mu Takox y 60pry nepes 3asHayeHnMm
HVKYe NoabMU, SIKi BUTPATUAM HE3UMCEHHI FOAVHM Ha Nepernag YOPHOBWX BapiaHTIB Ta PO3POOKY BNAaCHOrO BHECKY.

KEPIBHUKW MPOEKTY «HA 3AXUCTI
LN®POBOI AEMOKPATII»

Epik PoszeH6ax (Eric Rosenbach), cnisanpekTtop LieHTpy «Bendep»
Po66i Myk (Robby Mook), HaykoBwii cniBpo6iTHUK LieHTpy «bendep»

Mertt Poyas (Matt Rhoades), HaykoBuin
cniBpo6iTHUK LieHTpy «Bendep»

ABTOPU TA AOMUCYBAMI

Xizep AakiHc (Heather Adkins), aupekTopka 3 6e3nekn
iHdopmaLii Ta npmMBaTHUX AaHKX, Google

Awmitpii Anbneposud (Dmitri Alperovitch), cniB3acHOBHWK
Ta TexHiuHui gupektop, CrowdStrike

PasiH BopkeHxareH (Ryan Borkenhagen), avpektop
3 iHpopmaLiiHMX TexHonorin, KomiteT 3 npoBegeHHs
KamnaHil ceHaTopa Big JeMokpaTu4HOoI napTil

Jbxow Bypek (Josh Burek), aupektop 3 rno6anbHunx
KOMyHiKaUin Ta ctparterii, LleHTp «<bendep»

Maiikn YeHpepnin (Michael Chenderlin), ronosHuii cnevjanict
3 undposwux TexHonorin, Definers Public Affairs

Po6ept KoeH (Robert Cohen), aHaniTvk 3 nuTaHb
KibepHeTu4HmMx 3arpos, K2 Intelligence

Kpic Konnins (Chris Collins), cniBsacHoBHuK First Atlantic Capital
KeiitniH Konni (Caitlin Conley), D3P, Harvard Kennedy School

bxynia KotpoH (Julia Cotrone), acucteHTka 3
ocobnusux nutaHb, Definers Public Affairs

JxopaaH A’Amaro (Jordan D’Amato), D3P, Harvard Kennedy School

Mepi Oyrac (Mari Dugas), koopanHatopka
npoekTy, D3P, Harvard Kennedy School

Jbxow denH6nym (Josh Feinblum), D3P,
MaccauyceTCbKnin TEXHONOMYHNIA IHCTUTYT

JbkoH ®niHH (John Flynn), ronosHwuiA cneujanict
3 iHpopmaLiiHoT 6e3neku, Uber

CiobxaH lopmaH (Siobhan Gorman), aupektop, Brunswick Group

Aenien IMpirrc (Daniel Griggs), 3aCHOBHWK Ta
reHepasnbHuin gupekTop, cmdSecurity Inc.

CrioaptT Xonnigei (Stuart Holliday), reHepanbHuit
avpekTtop, Meridian International Center

E6eH KannaH (Eben Kaplan), ronosHwuii koHcynbTaHT, CrowdStrike
'per KecHep (Greg Kesner), reHepanbHuin aupektop, GDK Consulting
KeHT JTakeH (Kent Lucken), ynpasnstounin aupektop, Citibank

KetpiH MaHctep (Katherine Mansted), D3P, Harvard Kennedy School
PasiH MakrixaH (Ryan McGeehan), uneH R10N Security

Joxyn Meue (Jude Meche), TexHiuHMin aupekTop, Komitet 3
npoBeeHHs KaMnaHii ceHaTopa Big [JeMokpaTUyHOI napTii
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Hikko Mene (Nicco Mele), anpekTtop, Shorenstein Center

Epik Meurep (Eric Metzger), napTHep-3aCcHOBHVK Ta
ynpasnsounii aupekTop, cmdSecurity Inc.

3ak ModdodarT (Zac Moffatt), reHepanbHuin ampekTop, Targeted Victory
FappicoH MoHcki (Harrison Monsky), D3P, Harvard Law School

[Ae6opa MnaHketT (Debora Plunkett), koNUWwHSA anpekTopka 3
iHpopmaUiiHoro 3a6e3sneyveHHs, AreHTCTBO HauioHanbHOT 6e3neku

KoniH Pig (Colin Reed), cTapLuwii Biye-
npe3ungeHT, Definers Public Affairs

Hoxum Pyt (Jim Routh), kepiBHuK cnyxo6u 6e3nekn, Aetna

CiozaHHa E. CnayngaiHr (Suzanne E. Spaulding),
CTapLmii pagHULUSA 3 NUTaHb BHYTPILIHBOT 6e3neku,
LleHTp cTpaTeriyHmx Ta MixKHapoAHWX AOCNIAXEHD

Mertblo CnekTop (Matthew Spector), D3P, Harvard Kennedy School
IpeH ConaiimaH (Irene Solaiman), D3P, Harvard Kennedy School

Axedpd Crambonbebkuii (Jeff Stambolsky),
aHanitMk 3 NuTaHb 6e3neku, CrowdStrike

Anekc Ctamoc (Alex Stamos), kepiBHUK cry»6u 6e3nekn, Facebook

®in BeHa6ns (Phil Venables), naptHep Ta fonoBHuii cneuianict
3 OLiHIOBaHHS onepauinHux pusukie, Goldman Sachs

®peHk Baiit (Frank White), He3anexHuin pagHunK 3 KOMyHikaLin
Canni Bair (Sally White), D3P, lapBapacbkuit yHiBepcuteT

Po6 Bitod¢ (Rob Witoff), crapLunii meHepxep
3 nutaHb 6e3nekun, Google

Jonucysaui 3 HalioHanbHOro AeMoKpaTUYHOro iHCTUTYTY
Ta MixkHapopHoro Pecny6nikaHcbkoro IHCTUTYTy

Bin MixkHapogHoro Pecny6ikaHcbkoro IHcTuTyTy, i CypoTyak, Cris
AiMNaHrpauio, Keppi LLleHkenb Ta Kim6ep LUeapep.

Bin HauioHanbHoro emokpatnyHoro IHctuTyTy, Kpic loteH, EBaH
Cammepc Ta Capa MoynTtoH.

Mepeknag Ha yKpaiHCbKy Ta POCICbKy MOBY CTaB MOX/TMBMM 3aBASKN
[xony JloBpany.

FPYMNA BEB-PO3POBHUKIB TA
OVW3AVNHEPIB LUEHTPY «BEJ/I®EP»

Apienb ABopkiH (Arielle Dworkin), meHepxep 3
undpoBMX KOMyHiKaLin, LeHTp «<bendep»

EHppto daciHi (Andrew Facini), koopauHaTop 3
nuTaHb APYKY Ta an3ariHy, ueHTp «bendep»



Migxia, wo 3acrocoByeTbca y CrparTerii

ITe eBponeiicbke Bumanusa Crparerii D3P i3 3abesnedenns kibepOesmnexn mif qac kammaHii 6ymo
po3po61eHO Mi>KHApOHOI KOMAaH/IOI0 eKCIIePTiB 3 MUTaHb KibepOesmeKky, IOMiTHKY Ta IIpaBa,

1100 3aIIPOIIOHYBATY BaM IIPOCTi Ta ii€Bi crocobu 60poTh6M 3i 3pocTardoro Kibepsarposoro.

Ins xibep3nounHIiB HeMae pisHuiyi. Kammanii Bcix piBHIB, He /IyIle IIMPOKOMACIITaOHI
3araJbHOHAI[iIOHA/IbHI KaMIIaHil, cTaBa/Iy 00’ €KTaMu IXHiX aTak. Bu nmosuHHiI 6yTI/I rOTOBI, 1110
BU MO>XKeTe CTaT! MillleHHI0. X0ua peKOMeH/alil B IIbOMY HOCIOHUKY yHiBepca/lbHi, BOHH,
IepIl 3a Bce, IPM3HAYeHi 11 KaMIIaHiil, AKi He MalOTb pecypciB i 3ay4eHH: podeciitHoro
nepcoHaiy 3 kibep6esnexky. Mu IpoIIOHYEMO OCHOBHI elleMeHTH Kibep6e3nekoBoi cTpaTerii
3MeHILEeHHs PU3NKIB, AKY MOXXYTb peajisyBaTy mofy 6e3 crelianbHOI TEXHIYHOI MiITOTOBKM

(xo4a My BKTIOUM/IN fesAKi pedi, o noTpebytoTh gormomoru IT-crenianmicra).

Lle - 6a30Bi pekoMeHpallii, a He BUYEePIIHe KEPiBHUIITBO 3 TOCATHEHHS HAlIBUIIIOTO PiBHSA
6e3mexn. My 3a0X04yeMo Bci KaMnaHii 3amydaTy [iyist HalaHHA podeciiiHoi JOToMOorn

KOMIIETEHTHUX CIIelliamicTiB 3 iHpOopMaLiiiHIX TEXHOIOTIN Ta Kibep6e3meky, KO Ije MOXX/IUBO.

Kanpnpaty Ta kaMnaHii 3iITOBXYIOTHCS 3 I1/I0I0 HM3KOI0 BUKIUKIB. [ToTpibHO opranisoByBaTn
3axoyiy, HabMpaTy BOJIOHTEPIB, IIPOBOANTY JeMOHCTpallil, 3aTy4aTyi piHaHCYBaHH:, KOHTAKTyBaTH
3 BMOOPILAMY, pearyBaTy Ha Oe3)ka/IbHi BUMOTY Cy4acHOro Mefiia-Iykiry. KoxxeH criiBpo6iTHIK
Ma€ BPaxOBYBaT MO>K/IVBICTb HEIIPMEMHIIX HECIIOf[iBAHOK, 30KpeMa IIPOMaxiB abo aTaky
KPUTHKYIOUVMY peK/IaMHVIMY OTOJIOLIIEHHAMY B OCTaHHIO XBIWIMHY. KibepaTaky, kammaHii 3

nesindopMalii Ta IleH3ypyBaHH: iHTEPHETY Tellep TaKOXX Ha/IeXKaTh JIO LIbOTO IIePeTIiKYy.

Ockinpky KaMIaHii cTaloTh Bce OiIbIIOI0 Mipoo nydpoBUMM, 3TOBMUCHVKY 3HAVIIIIN HOBI
MO>X/IMBOCTi BTPy4YaTyUCh, YMHUTY IIEperony Ta Kpactu. ¥ 2008 poiii KuTaicbKi Xxakepu
BTPYTWINCDH Y KammaHil O6amu Ta MakKeiiHa i Bkpamyu y 060x Benuki o6csary inpopmarii. ¥
2016 poui conianbhi Mefia Oy 3akputi mig yac Bubopis. Y 2016 poryi kKib6ep3ToBMUCHUKH, AKNX
HiOMTO piHAHCYBAB POCIICBKMIT YPSIJ], BKPA/IN Ta ONPVIIOAHMIN JECATKY TUCSY eTeKTPOHHUX

IIOBiJOMJIEHD i JOKYMEHTiB IepcoHany Kamnasii JlemokpaTtuanoi naprii CHIA, cnpusroun
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PYVHIBHMM KaMIaHisaM 3 gesindopmanii. Y 2017 poni nonitiysi maptii B Kewii sitmurosxuynuch
3 MacmTabHuMY fe3indopManiiHuMy kKaMIlaHisiMy, a cropinka Facebook kmrouoBoi cepbcpkoi

HoMTNYHOI MapTii 6y/a BuBeneHa B 0PpdIatHOBIIT PeXXUM.

Hacnigxu xibepataky MoxXyTb OyTy sHauHMMMu. [Tommpenns ingopmariii mpo cam 31am, 1o
CYIPOBOAYETHCS IOCTYIIOBYM ONPWIIOAHEHHAM BKpajieHol inpopmanii Moxke Micsaisamu
HeraTVBHO BIUIMBATY Ha Mecefki KaHanaara. Hamaguuky, mepeBaHTaxyoun BeO-caiiT,
MOXXYTb IIePELIKOKATV KOMYHiKallii 3 BalMMy IpUXWIbHIKaMM a00 3apaxXyBaHHIO BHECKIB
y HaiiBaxmmBingi MomenTn. Kpagibkka nepcoHabHUX JaHNX JOHOPIB M BUOOPIIiB MOXKe
IPU3BECTU [0 3HAYHMX IOPUAVYHUX HACTIJIKIB, BiIKpMBa€e MOXX/IMBICTD II€PECTiyBaTU BAlNX
IPUXMIBHMKIB YV BUK/IMKATH Y JOHOPIiB Heba)kaHHS poOUTY BHECOK Y Ballly KaMIIaHilo.
PyitHiBHI Hanmagy Ha KOMIT I0Tepy IIepCOHATy Yy HallBaYX/IMBILIl cepBepy KaMIIaHil MOXYTb
YIIOBi/IbHIOBATY TeMIIV BIIPOBAJ>KEHH: KaMIIaHil Ha IHi ab0 HaBiTh TVDKHI. YcyHeHH: Oesnany,
AKUI BUHUK, MOXKE KOLITYBAaTU LIHHUX PECYPCU y CaMMIl pO3IIajl IIEpEeroHiB, He3a/IeXKHO Bifl

TOTO, Y 1€ IPe3UeHTChKi ab0 MmapraMeHTChbKi BUOOpH, 4 BUOOPH 10 MiChKOI paju.

Y HaitompK4oMy Maitby THbOMY Kibep3arposy 3anniaTbcs peajbHO YaCTHOIO BUOOPYOTro
npouecy. bynyun Ha mepeoBiii iHii IeMOKpaTil, IepCOHa/I KaMIIaHii IOBMHEH BPaXOBYBaTuU
PU3YIK aTaku, po3poOuUTH cTparerio eeKTMBHOTO 3MEHIIEHH IIbOTO PUSUKY i 3aCTOCYyBaTN
CTpaTerii pearyBaHHsA TOJi, KO/IM TPAIMIOCh Hauripiue. Xo4a >KOfHa KaMIIaHiA He MOXKe

MaTy rapaHTill MOBHOI 0e31eK, 3/1ifiCHEHHS BChOTO KiIbKOX IIPOCTUX KPOKiB MOXKe 3HAUYHO
YCKTaJHUTH 37IOBMMCHUKAM 3aIIOfiAHHA KoY. 3a ipoHi€lo o1, HailbimbII KOCBifIeHi
[ep>KaBHi Aisdi yacTo 06MpaTh HAMIIPOCTILI MeTO/Y Halla/ly, aTaKyl04M JIIofeil Ta oprasisanii,
AKi HeXTYI0Th 6a30BMMM IPOTOKOaMu Oesmexu. Lleit pakT cTaB OCHOBHOIO IIPUYVHOIO JJIS

po3poOKu 11i€l eBpomeiicbkoi Bepcii Crparerii 3abe3neueHHs Kibepbesmekn mij yac KaMIaHil.

Y cpborofHilIHiX KaMIaHisAX KibepOesneka — Iie BiIOBiZaIbHICTh KOXXHOTO. JTI0o[ichKa ITOMMUIKa
HIOCTIiITHO CTA€ MePUIONPUYNHOIO BiloMuXx Kibepartak, i 3aBIaHHs KaHuIaTa Ta KePiBHUKIB
B1OOpUMX MITA0IB OIATAE Y TOMY, 1106 BKIIOUNTY 00i3HAHICTD 100 6€31eKN Y KY/IbTYPY
naprii. PinmenHs, AKi npuiiMaloTh TI0AY, HACTIIBKYM 5K BaXK/IMBI, K i IporpaMHe 3abe3Ie4eHHs,
AKe BOHM BUKOPUCTOBYIOTD. [IpofoBXyroun 1110 YMKY, MO>KHa CKa3aTy, 0 HalIKpalli KaMIIaHii
IIOBMHHI MaTM YiTKi CTAaHQPTU HAIIOJIEITINBOI pOOOTH, JOHECEHHS MeCeXXY, BiJaHOCTi KOMaHAi

i KpiM 1IbOTO — JOTPUMAaHHS HaJISKHOTO IIPOTOKONTY Oe3IeKN.
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lMepLu, Hi>k MM NeperigeMo 4O peKoMeHAALIA, AaBaiTe LUBUAKO OKPEC/TMMO
npob6nemy:

. cepepoBuLUe, Y SKOMY MPOXOAMTb Balla KaMMaHis;
«  3arposwu, siki MoXyTb NOCTaTW Nepes BallO KaMMnaHi€eo;

«  BaXXMBICTb yNpaB/iHHS Kibep-pnsnkamu.

Bpa3nuBe cepegoBuLLe KaMnaHiil

CporopiHillIHi KaMIIaHii — HaJI3BM4YafHO /IeTKi MillleHi. 3a3B14ail 3a CBOEI0 IPUPOLOI0 BOHU
TYIMYAcOBi i mBYUAKOIINHHI. Ha HUX HeMae Jacy Ta KOIITiB po3poO/IATY JOBIOTEPMiHOBI

Ta foOpe mepeBipeHi cTparerii 6e3nekn. byBae, 1110 Benka KilbKicTh HOBOTO ITEPCOHATY
HabypaeTbcs 6e3 IpoBefieHHA TPUBA/IOr0 HaBYaHHA. BOHM MOXXYTb IIPMHOCUTH 3 IOMY BJIacHe
obnafiHaHHA — 3i MIKiIMBMMY TporpaMaMy Ha HpoMy! bararo mropeit, AKi Jomy4anTbCAa

10 KaMIIaHilt, >KMBYTh Ta MPALIOIOTh 32 COTHI Ki/IoMeTpiB Bijj mTab-kBapTHpu. Bece mBugko
3MIHIOETbCA, CTABKY 3a3BMYall BIUCOKI, 1 TIOIAM 3JA€THCA, 1110 Y HUX HEMAE Yacy IepeiMaTiCh

Kibepbesnekoro. IcHye H6arato BiporigHOCTel], 110 I[OCH TTifie He TaK.

Y Toit camuit yac, KaMnaHii Bce Oi/blile MOK/Iagal0ThCs Ha 0COOMCTI faHi BMOOPIIiB, JOHOPIB Ta
Ha TPOMaZICbKy AYMKY. BoHM Takox 306epirarorh 4yTamBy iHpopMaIiio, Taky AK JOCTiKeHH
1010 ONO3M1Lil, BpasaMBi CTOPOHM, CIIMCKY NIPUXUIBHIUKIB, JaHi CIIellia/IbHOI IIepeBipKu

IpalliBHUKIB, IIONEPENHI BepCii MOMITUYHNUX JOKYMEHTIB Ta €IEKTPOHHI ICTH.

Pusuky MOXX/IMBOI aTaky 3pOCTAIOTh, TAK CaMO K i IX IOTEHLilHi HACTIiIKN.

3ArPO3A HAMAAY

YaBitb: [lo AHA BMOOPIB 3a/IMLLNBCS MiCSLb, | BIAPUB MiXK CyNEPHUKaMM HEBETMKUIN. 3paHKy
BW NpubyBaETe Ao WTab-kBapTUPK, HasmBaeTe cobi kaBu abo 4vato, nigxogute 4o CBOro
CTONy i BKNIOYA€ETE KOMM'tOTEP. B1 6@aunte YopHUIA eKpaH, MOTIM XaxIMBY KapukaTypy

Ha BaLLOro KaHAnaaTa, 3a KO 3’aBASETbCS NOBIAOMIEHHS. Balui X)XopcTKi anckm 6ynm
BiapopmatoBaHi. KoxxeH undposuin 6iT iHbopmauii, aKy B1 36Mpann — OKYMEHTU, CANCKN

agpec, 6anaHcoBi 3BiTM— BCe 3HMKO. Bu untaete — Wwob noBepHyTH Le BCe, BaM Tpeba
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3annatutn go6pun MinboH, abo BU BTpATUTE BaX/IMBY MOJITUYHY nocaay.

Hegigoma rpyna xakHy/a Ball KOMIMT'IOTEP Kislbka MiCSLUIB TOMY | TUXEHBKO Kpasa

€/1EKTPOHHI INCTN, CTPaTErivyHi JOKYMEHTU, aapecu JOHOPIB Ta HOMEPKW NONICIB CoLlianibHOro
3axucty abo igeHTndikauinHi HoMepu BalunX NpauiBHUKIB. Lia rpyna Butpatuaa TUXHI,
npoodurpaymChb Kpi3b BENNYE3HI 06CArn gaHux y nowykax 6pyaHoi 6inm3Hu, i nowmvpioBana
HOBWHW NPO FO/I0BHI NOAiI KaMnaHil y couianbHUX Mefia Ta Ha JIEFKOMY Y BUKOPUCTaHHI
Be6-cauTi, NPUCBAYEHOMY BUKIIOYHO NOLUMPEHHIO Takol iHbopMmauii. Ha ronoBHin cTtopiHui

— MaTepian Npo BaLLOro KaHAMAATa 3 MOX/IMBICTIO CAMOCTIMHOIO NOLUYKY AeTanen, sKi
LiKaBAaTb KOpUCTyBaya. Ha gaHnin MOMEHT BeO-CalT KaMMaHil «1eXNTb», AOCTYN A0 aKayHTIB
B COLjia/IbHUX MepexXax TMMYaCoBO 3aKPUTO YEPE3 MOLUNMPEHHSA HEMPUCTOMHMX $OTO, a

npaLooyoro Komm’rotepy No6m3y Hemae.

3arposu, aKi noctaroTb Nepea BUGOPUOIO KaMMaHi€lo

Ha >xanb f14 KaMIIaHil Ta eMOKpaTill B yCbOMY CBITi, MiCLIeBi Ta iHO3€MHi 3/T0BMUCHUKI
MOXXYTb BB)XATH, LII0 3aBJJAHHA IIKOAM 200 TOIIOMOra KOHKPETHOMY KaHIMIATY CIpuse iM y
JOCATHEHHI IXHIX iHTepeciB, 4 TO CisIHHA XaoCy i ITyTaHMHY cepeli BUOOPIIIB, Y TO HOKapaHHS
II0Caf0BOi 0cOOM, AKa MPOTYU HUX BUCTYIIIA. MOXX/INBO, Iie 3BYYUTD SAK AKUIICH TPUIEp, aje
peasIbHICTh TaKa, 10 PO3BMHYTa PO3BifiKa, Kibep3mounHelb ab60 06pakeHMIiT Ha KaHIaTa
XaKep-aKTUBIiCT MOXYTb 00paTy Bac abo KOroch i3 Bauroi kammnauii MineHH!o mjis cebe. Lle

3arposy, MOXK/IMBICTb AKMX MAIOTh YCBIJOM/IIOBATY KEPIBHMUKM Ta MIpalliBHYKM KaMIIaHil.

Ockinpku fesindopmariis i MaHImy/IAnii mif 9ac kaMIaHii cTae JpkepenoM OMaHu Ta 0OMaHy
IPOMaJIsiH IO BCbOMY CBiTY, BUKPaJieHi JaHi, MaHINy/IATMBHA ofava ingopmauii, BUTIK
inpopmanii MOXXyTh MaTV peanbHi HACTIAKY /IS BaluX BOOpiB. MexaHi3M1, BCTaHOBIIEHI JIs

3aXJMCTY BalllVX JAHMX Ta 3a0e3IeYeHHs KaHa/IiB KOMYHIKaIil Telep € BayK/IMBUMMA SIK HiKOJIM.

XTO 3AUMAETbLCA XAKEPCTBOM?

[nsa Bnbopumnx kaMmnaHin 6arato xTo MoXe HecTu iHbopMaLiliHi Ta KIbEpPHETUYHI 3arpo3u.
NooanHOKI xakepw Ta Kibep3104MHLi HaMararoTbCa BN/IMBATW Ha KaMnaHil 3 NpUYnH

0COBUCTOI BUroam, MparHeHHs cnaBmn abo NpocTo 6aXkaHHA NEePEBIPUTU, UM IM BAACTbCSA
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Le 3pobutn. HauioHanbHi gepxxaBn CTaHOBMAATb HanbibLL LiNecnpsMOBaHY Ta NOCTINHY
3arpo3y. Pocincbki WwnioHcbKi rpynu, Bigomi ak “Fancy Bear” (APT 28) ta “Cozy Bear” (APT
29), Nigo3pIotoThb Y XakepCbKMxX Hanagax nig Yac kamnatii 2016 poky y CLUA. Kutancbki
XaKepw 3HauYHO 6iNbLLIOIO MIPOIO 30cepeannmch Ha 360pi iHdopmaLii. Ix migo3protoTb y
TOMY, LLLO BOHW BY/fiM aKTUBHUMMU Mif, Yac npe3maeHTcbknx kamnaHin y CLLIA B 2008 Ta

2012 pokax, ane CBig4eHHSA NPO ONPWIOAHEHHS HUMW BKPaAEHNX MaTepianis BiaCYTHI.
Xakepw 3 lNiBHiuHOI Kopel raHe6HO nomcTunncb Sony Pictures Entertainment 3a ctBOpeHHSA
dinbMy «IHTEPB’10», BUKPaBLUX Ta ONPUIOOHMBLUM €1EKTPOHHI INCTW Ta 3/1aMaBLLUM CUCTEMU
KoMMaHil. Y gesakux KpaiHax 3arposy 4/19 KamnaHin ono3uLii MoXxe CTaHOBUTK ypaa.
lNocnneHHsa MidKHApPOAHOT Hanpyru, 0CO6/IMBO HABKO/O BaXX/IMBUX BUOOPIB, MOXE CAPUSTH

36iMbLUEHHIO Ki/IbKOCTi aTak y MantyTHbOMY.

YnpaBniHHA KiGepHEeTUYHUMMU
PU3NKaMm

Pusnk Mo)kHa HalfKpaIiyM YMHOM 3pO3yMiTH, B3siBILINM J10 yBaru Tpu daxropu. [To-mepre,
icHy10Th BpasmuBi Micu y Baliit KaMmaHii, ki po6aTh iHpopMaliito BpasnInBoIo 10 KPagiKKI,
CIIOTBOPEHHA 4M 3HUILEHHA. BOHM MOXXYTb BUHMKHYTH B allapaTHOMY 41 IIPOTPaMHOMY
3abesneyeHHi, Ha PiBHI IPOIleCiB Ta BHACIIOK HEJOCTATHHOI MV/IBHOCTI BAILIOTO ITEPCOHATTY.
TakoXx iCHYIOTD JIiJICHI 3arpO3M: Jep>KaBy, XaKepU-aKTUBICTH Ta iHIII Heflep>KaBHi TPYIIN, 34aTHI
BUKOPMCTATH i Bpa3nuBi Miclis. Pu3uK BUHMKae TaM, [ie iCHYIOTb Bpa3/lIMBi MiClid Ta 3aTpO3MN.

I Ha OCTaHOK, BUHMKAIOTD HACTIKM — KO/ 3JTOBMYUCHUKM 3apO0JIAIOTH TPOLIi Ha PU3MKAX, SKUX

MO>KHa 6y/10 YHUKHYTH.

By um iHmmi, XTO 3a/y4eHuit o KaMIIaHil MasIo o MoXKeTe 3po6uTH, abu momnepeanT cami
3arpo3y — BOHU € pe3y/IbTaTOM MIMPIINX T€ONOTiTUYHNX, EKOHOMIYHMX Ta COLjiaJIbHUX CUIL
IITo Bu mosceme 3poOUTH — 1ie CYTTEBO 3MEHILNTY CBOIO BPA3IMBiCTh, TUM CAMUM 3HU3UTH
JIMOBIPHICTb TOTO, 1110 3JIOBMVCHVKM IOCATHYTb yCIiXy. 3MEHILEHHS BPa3IMBOCTI 3HIDKYE
PU3YK, i BaM BUPILIyBaTH, AKi 3 Bpas/IMBMX MicCI[b HailOi/IbIIl Ba>K/INBI, I[00 3MEHIIyBaTy TaM
pusuku. Hanpukiiaz, Bu Mo>keTe BUPILINTY, [0 HaVI0iIBIIOI0 KOO0, IKY MOXKe 3aIOfisATI
XaKep, MO>ke OyTV BUKpafieHH: 3BiTy 3 pe3y/IbTaTaMy JOC/iKeHHs IPO KaH/UATa, TOMY

BI BUJII/INATE TOJATKOBI pecypcu iy 3abe3nedeHHs 30epiraHHs Y XMapHOMY CXOBMIIL,
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BlUIMaraTyMeTe BUKOPUCTaHHA JOBIMX IIApPOJIiB Ta HaJJaHHA OCTYITy HEBE/MKIiil KiIbKOCTI

oci6. Bu Mo>xeTe BUpiIITV 3poOUTH iHIII JOKYMEHTV KaMIaHii Oi/IbII JOCTYITHYMM i MeHII
3aXMIIEHNMIY, OCKIIBbKY 6i/IbIlIe /Tofjelt HOoTPpeOYIoTh IX [y CBOEI poboTH, i iXHiil BUTIK He
3aBJaCTh BEMKOI IIKOAM. BpaxoByiiTe, 110 3aX0M, AKi BXXMBAIOTHCA B PaMKaX KaMIIaHIl /14
30epe>keHHs JaHNX Ta pearyBaHHs Ha KibepHeTWYHi 37I0BXXVBaHHS, i/jIa/JaloTh ITiJ il0 3aKOHIB
I[OJIO 3aXVCTY AaHUX Ta 0cobucTol iHpopmalii, AKi IpUTMaIOTbCs Y BCbOMY CBiTi, HAIIPUKIA[,
3arampHuUi pernaMeHT npo 3axuct gaHux (General Data Protection Regulation - GDPR) B

€sponericbkomy Corosi.

IcHYIOTb TeXHiYHI acIIeKTH JIs1 3MeHILIeHHsI PU3YKIB, i y Hac € 6araTo TeXHiYHUX peKOMeHaIliit,
SKi MU BKJTIOUMIV Y L€Vl TOCIOHMK, ajle HallBa>K/IMBIIIMM € IJTICHMII MiAXif 3 BamIoro OoKy.
Bynyuu xepiBHMKOM B1OOpYOI KaMIaHii, HAJIrONOBHillle, III0 BY MOXKeTe poOuTH, Iie IIpuitMaTi
OCHOBHI pillleHHS LIOfI0 TOTO, XTO MaTUMe JOCTYII Ao iHopmauii, ska ingopmauis 6yne
36epiraTich a0 BifKMAATICD, CKiIIbKY Yacy Oy/e BilBOUTIICh Ha HABYAHHS, @ TAKOX KOO
Oyze Balla IOBeJiHKa, {00 CIyryBaTy IpuKIafoM i iHmux. OcKinbky B € mpodecioHanamu,
yIpaB/IiHHA pU3MKaMM HaJIOKUTh 0 chepy Balloi BifIOBiTaIbHOCT] — TEXHIYHOI Ta TIOfICHKOI.
Bu Bu3HavaeTe, gKi gaHi Ta crucTeMu MaloTh Haﬁéinbmy LiHHICTD, a TAKOX AKi pecypcu B1

OyzmeTe BUAIIATY Ha Te, 106 iX 3aXVCTUTH.
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3abe3ne4vyeHHA 6e3nekn KamMmnaHii

Mu opraHisyBanu cBoi peKoMeH/aIl I10/j0 Oe3IeKN BiNIOBITHO JO TPhOX IMPUHIINIIIB:

1. MMigroroBka:

Yenix marbke Ko)KHOI pekoMeHpallii 3 i€l Crpareril 3a/1eXXKUTh Bifj CTBOPEHHS
KepiBHUIITBOM KaMIIaHil Ky/IbTypM IMIBHOCTI I[OfI0 Oe3ITeK, sIka MiHiMi3ye Bpas/mBi
Micust. e 03HaYae BCTaHOB/IEHHS OCHOBHYX ITPABWT, BUKOHAHHS SIKVMX 3a0e311e4yeThCs

3TOpU JJOHNU3Y, i AKi IPUIIMAIOTHCA 3HU3Y JOTOPMU.

2. 3axucr:

t 3axuicT Bifiirpae BupilanbHy pomb. Ko Bu mobaunrte, 1o MaeTe mpo6emMy 3 6e3neKoro, To
Oyne Bxe 3amizHoO. [To6yoBa HAlICVJIBHIIIIOTO 3aXVICTY, IO JI0TO TO3BOJIIE Yac Ta PECYpPCH,
€ KJIIOYOBYM JIJI1 3SMEHILIEHHA pU3NKY. besneka iHTepHeTY Ta JaHNX palfoe HalKpalyM
YIHOM Ha Ki/IbKOX PiBHAX — He iCHY€ €MHOI «Ky/IeHEeIIPOOMBHOI» TEXHOJIOTII 41 IPOAYKTY.
Kinbka 0CHOBHVIX 3aXOfiB, 10 BUKOPUCTOBYIOTBCS Y TIOEHAHHI, MOXYTb 3p0OUTHI
111POBY apXiTeKTypy BIOOPUOi KaMIIaHil Oi/IbII CKIaHOKO I 371aMy Ta Oi/IbIII CTIKOIO,

SIKIIIO i 6y/ie TIOCTABIEHO IIif] 3arposy, 1J0 3arajioM 30epesxe 4ac Ta rpolli y Majioy THHOMY.

3. Hanonernusicrb:

CporopHi KaMIIaHiAM 3aTPOXXYIOTb CYTIEPHUKM, PiBEHDb PECYPCIB Ta EKCIIEPTHNUX
3HaHb AKNX IIOCTIITHO 3pOCTAaE; HABITh HANINIbHIIIIA IIOBEAIHKA Ta HAVICK/IAJHIlIa
iHdpacTpyKTypa MOXXYTb He JOLIOMOITY YHUKHY T 371aMy cicTeM Oesrexku. Kammanii

MaIOTb IUTaHYBaTH 3a3/IaJIeTifIb, 1[0 POOUTH Y pasi 37amy.

Iesiki kammaHii MaroTb Oi/Iblile Yacy Ta rpolel Ha 3abe3edeHHs KibepOesneku, HDXK iHII.

faMe TOMY Hallli peKOMEHJALlil IPOIIOHYIOTD [IBA PiBHI 3aXMCTY: «IOCTATHIl» Ta «Ii[BUIIEHII .
«[JocTatHiit» piBeHb BifoOpaXkae Bce, 110 KaMIIaHis Ma€ POOUTH /It TOTO, ab1 MaTy MiHIMaTbHMIT
piBeHb 6e3nekn. Bu 3axay Maere mparHy Ty pobuty 6inblile, HACKIZIbK JO3BOMISIOTD Yac, FPOLi
Ta JIFOJIChKi pPecypcH, i TOMy M pEKOMEHYEMO 3aCTOCOBYBATH «IIiIBUILIEHUI» PIBEHD TaM, JI€ e
MOXINBO. SIKIIO ¥ Bac € pecypcy, o6 HaitHATY aBTopuTeTHMX [ T-crrenianicTis, To 1je foIiTbHO
BUTpadeHi KOIITH. 3aTpo3M IOCTITHO PO3BMBAIOTLCH, TOX IpodeciitHi IT-mocryrn nonomMoxyThb
BaM JJOCATHYTY OI/IBIIOTO, HDK MIPOIIOHYETHCS Y HAILIOMY HOCIOHUKY, @ TAKOX JJO3BOJLATH BaM Oy T

B KypCi OCTaHHIX 3arp03 i MOXKIMBYX PillleHb JI/IA BallOi CUTYyaIlil.
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KepiBHuyrseo

KepiBHuku Bu6op4o0i kaMmnaHii MaloTh HeCTH! BifIIOBiTa/IbHICTD 3a cTpareriio Kibepbesmnexuy,

asie OIIBIIICTD 3 HUX JIe/IETYIOTh pO3pPOOKY Ta HAITIAM CBOIM 3aCTYITHMKAaMU 00 KepiBHUKY
CITy>k0M OIlepaTMBHOTO YIpaBlIiHHA. BaxkmBo, mo6 kibepbesneka Oyia MIiIbHO iHTerpoOBaHa /{0
kazgposoi (HR) Ta inpopmarnirtno-Texnonoriynoi (IT) po6otu, ockinbky npaBuibHe 3aTy4eHHA
IpaliBHUKIB, allapaTHOTO 3abe3IeYeHHs, a TAKOXK KOHTPO/Ib LOCTYIY OYAYTh BU3HAYa/IbHUMMU
1A Baoi crparerii. bararo piOHNX kaMIIaHil IOK/IA/JAl0OThCA HA MATPUMKY BOJIOHTEPIB y
cdepi IT Ta xibepbesnexn. Bu MokeTe BUKOPHUCTOBYBATH Lie¥l MOCIOHMK Y SIKOCTi KepiBHUIITBA
1ij; yac 06roBOpeHH: VX UTaHb 3 BOJIOHTEPaMM, sIKi HaJlaBaTUMYThb BaM HiATpuUMKY. [ooBHe
— Ile peTe/IbHO IepPeBipUTY CBOIX BOTIOHTEPIB, SAKi OY/[yTh Ha Bac IPALIOBATH, A TAKOXK YBAKHO
KOHTPOJTIOBATY OCTYII, {00 BOTIOHTEPChKA MiATPUMKA He CTBOPIOBAIa HOBMX BPa3/IMBIX JIAHOK.
Bu maere nepekoHaTucCh, 1o 3a IT-gisnpHicTIO HarIA4a€ MpaIliBHUK BUOOPYOI KaMIaHii, sKiit

TAaKOX HaJla€ Jo3BO/IN Ha JOCTYII 1O piSHI/IX CUCTEM.

Konun nounHarun

HesanexxHo Bix TOrO, IKy MOZie/Ib MiATPUMKY BM Ma€Te, KibepOesnmeka Ma€ MOYMHATIUCH 3
nepuoro gHA. Ilicis nporo mae 3actocoByBaTyCh «CIMCOK NEPUINX I ATY ITYHKTIiB», 1O AKUX
BXOJATb HallBaXX/NMMBili 3axoau. IlepekoHariTecn, 110 BOHI 6ym/[ BMKOHaHi 3 CaMOro II04aTKy,
HaBiTb AKIIO Y BaC JIAILIE ONVH a00 J1Ba IpaI[iBHUKY, a MIC/IA IIbOTO 3a0e3neyTe BUKOHAHHS
peIITy peKOMeH/alliil «TOCTaTHbOTO PiBHsA» sIKOMora mBype. Ko 11i 3axonu He 6y
BK/TIOYEH] /10 BAIlIOTo IepuIoro uy¢poBoro mwiaxy, He xBumoiiteck. llle He 3anmisHo 3anpoBaguTH

epeKkTUBHI 3ax0oay 6e3IeKy Ta 3aXUCTUTH Te, 1110 BU BXXe poburTe.

Baprictp

barato 3 Toro, 110 MI TyT peKOMEH/IYEMO, € 6e3KOLITOBHUM ab0 my>xe femnreBuM. BriacHe, Bce, 1o
BXOJUTb 10 CIVCKY HepIINX IT ATY 3aXOfiB, € 0€3KOUITOBHUM, KPiM OTpMMaHHA I1aTGopMi Ha
6a3i XMapHUX TeXHOJIOTii1, 10 00ilieThCsl BaM JIuIile B Ki/IbKa [o/IapiB Ha MiCALb /11 KOXKHOTO
npaniBHuka. lllnpoxomaciitabHi KaMIaHil MaroTh 3aKIafaTy B OIOf[KET JOCTAaTHBO pecypciB Ha
arapaTHe Ta IporpaMHe 3abesnedeHHs, 00 peaiyBaTy BifIOBifaIbHYy CTpaTerilo, aje Iie Bce
OIHO Ma€ Oy TM Iy>Ke HeBeMKMI BiICOTOK 6araToOMiIbIIOHHOTO OI0I>KeTy BIMOOPYOI KaMITaHil.
Hpi6bHimi kamnanii 3MOXyTb peanidyBaTy HaBeleHi TyT peKOMeH/AIil 32 CYMY Bifi KiTbKOX
COTEHb JJ0 Ki/IbKOX TUCSY JIOTapiB 3a/IeKHO Biff TOTO, CKiNIbKY ITpalliBHMKIB a60 BOTIOHTEPiB

OyZyTb ITpaloBaTy B KaMIIaHil.
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Bynb-sike 3srafiyBaHHS [TOCTa4a/IbHMKIB 00 MPOAYKTIB CIPsIMOBaHe Ha Te, 100 JOIIOMOITH
HaBeCT!U IIPUK/IafY 3aTa/IbHUX pillleHb, ajie He 03HAYAE, 110 MU PEKOMEHYEMO JIMuIe I
pofyKTH. Y pas3i BUHMKHEHHS Mpo6ieM IIij] yac 3aCTOCYBaHHS MPOAYKTIB ab0 IOCITYT, pafiiMo
BaM 3BEPTATNCh 0 IIOCTa4Ya/IbHMKIB, AKi, AK IPaBUIO, MOXXYTb HaJJaTV TEXHIUYHY JOOMOIY Ha
piBHi kKopuctyBaua. Koy itnetbcs npo Bubip NpogyKTy 4m IMOCIYTH, 3a0X09YEMO OPAAUTIUCD
3 eKCIepToM 3 Kibepbesmnexy abo IpoBecTy He3ajeXkHe TOCTiIpKeHHA /1A TOTO, I[o6 o6patn

HaJKpalIyii IPOAYKT A/ CBOIX HOTpeO.
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Cnuncok nepwunx n’ATv NyHKTIB

1. CrBOpITb KYyNnbTypy 06i3HaHOCTI Npo iHpopMaLUinHy 6e3neKy:

Cnpuiimaiite Kibepbe3neky cepiio3Ho. BisbMiTb Ha cebe BignoBiaabHICTb 3a 3MEHLLEHHSA PU3KUKIB, HaBYanTe

1 CBOIX NPAaLiBHUKIB Ta BO/IOHTEPIB i mogaBante npukiag. JTloacbki MOMUAKK — HavnepLUa NpuynHa 31aMiB.

2. BukopucroBynTte XxmMapHi TeXxHONOrii:

Benuknin komepuinHnin xMapHuii cepBic 6yae Habarato 6e3neyHilmm, HidXk Oyab-LLo 3 TOro, LWo BU

MOXeTe 3anpoBagnTi 3 ooMexXeHUMU pecypcamm. PO3rnsiHbETe MOX/IMBICTb BUKOPUCTAHHS 0diCHOro
nakeTy Ha OCHOBI XMapHWX TEXHOMOT I, Hanpuknaa, GSuite abo Microsoft365, aknin 3a6e3neunTb BCi
BaLUi OCHOBHi 0iCHI GYHKLT, a TaKOX CTBOPUTb 6e3neyHe Micue ansa 36epexxeHHa BaLlol iHpopmauii

(amB. «LLlo Take «Xmapa?» Ha c. 18).

3. BukopucrtoByiiTe aBodaKTOpHY aBTeHTUdiKauilo (2FA) Ta HaginHi
naponi:

Bumaraiite npodaktopHy aBTeHTUdIKaLito (2FA) ansa Toro, wob gooat Apyrun piBeHb 3aXUCTy 4NN BCiX
BaXXK/IMBUX aKayHTIB, BK/IOHAo4UM CBIii 0DiCHMI NakeT, Oyab-AKi iHLi €NeKTPOHHI CKPUHBbKM Yn CepBicH
36epeXeHHs1 aHnX, a TaKoX BMacHi 06NIKOBI 3anMcKy y couianbHNX Mepexax. BukopuctoByiite MobinbHM
004aToK 260 }i3NYHMIA KMKOY Y SKOCTI CBOrO Apyroro GakTopy, @ He TEKCTOBE MOBIAOMIEHHSA. [1ns naponis
cteopiTh LLLOCHAINCHOOOBIEAKLIEMPAOOK, a He Take kopoTke, sk Th1$. Bcynepeuy 3aranbHOMOLWMPEHil
AyMUj, Naposb, SKNA CKNaAAETbCA 3 NOEAHAHHS BUMAAKOBUX C/iB 6€3 CUMBO/IIB, CK/IaAHiLLe 3/1amMaTh, Hix
LLLOCb KOpPOTKe 3 6aratbma cumsonamu Tuny LOt$ Of SymBO1$. Hikonm He noeToptoiiTe Naponis; 3 LMM BaM
TaKOX MOYKe JOMOMOITY MEHEeKEP NapOoniB, SIKMM LO3BO/INTL BaM BUMAAKOBO FreHepyBaT! MOTY>KHI mapori Ta

nepeBipUTb BaLli MOTOYHI Naponi, o6 BU3HAYUTM Ti, IKi BUKOPUCTOBYIOTLCS MOBTOPHO.
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4. BukopucroByunTe 3alumdppoBaHi NOBIAOMNEHHSA ANSA BAaXX/IMBUX PO3MOB Ta
MaTtepianis:

BukopuctaHHsa WwndpyBanbHOro iHCTPYMEHTY Ana TenedoHiB, Takoro Ak Signal abo Wickr, ons Baxnmemux
MoBiAOM/IEHb Ta AOKYMEHTIB O3HaYaE, Lo CyNMepPHUKU HE 3MOXYTb X OTPUMATH, AKLLO «XaKHYTb» BaLly
MOLUTOBY CKPWUHbKY. LLIndpyBaHHA nepemillye AaHi, Lo pagvkanbHUM YMHOM 3MEHLLYE MMOBIPHICTb TOrO,

LLIO XTOCb 3MOXe MpoymMTaTh Balli NOBIAOM/IEHHS, HABITb AKLLO BKpage AaHi.

5. lMNMnaHynTe Ta rotynrech:

[igrotynte nnaH Ha BMNAAoK, AKLLO Bally cucteMy 6e3nekn 6yae 3namaHo. BusHaute, oo koro
3BEpPTaTUCh 38 TEXHIYHOIO 4OMOMOIOL0, Nam’ATanTe NpPo CBOI oPMANYHI 0O0B’A3KM Ta OyabTe roToBi A0

SKOMOra LWBMALLOT Ta €DEKTUBHILLOT BHYTPILIHBOI | 30BHILUHBOT KOMYHiKaLil.

e ApruarsEHd. 2I8HR A /
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Kpoku i3 3abe3neyeHHNA 6e3nekun

BALLUOl KAMMNaHil

Kpok 1: JTioacbknn pakrop

Kibep6esmneka — 11e TOJIOBHMM YMHOM JIIO[ICbKa ITpo6ieMa, a He TexHiuHa. Haiikpari
TeXHiuHi pillleHH: y CBiTi He MaTUMYTb eeKTY, AKIIO0 BOHM He OYAYTh Ha/IeKHIM
YITHOM 3aCTOCOBYBATNUCS, 200 AKIO BOHM He OYAyThb IIOCTITHO OHOBJIIOBATUCH 11O Mipi
PO3BUTKY TeXHOJIOTiI. YCIminIHi npakTuky Kibep6besmekn 3ajmexarb Bifj CTBOpeHH:

6e31eKoBOi KY/IbTypHL.

“OocrartHin” — LLjo Tpeba 3pobutn

1. CTBOPITb NOTYXHY KY/bTYpY iHPOPMaLiNHOI 6€3neKu, gdka Haro/10LWye Ha TOMY, Lo
6e3neka € cTaHAapPTOM A/1d Toro, Wwo6b BMrpaT KamnaHito. Tak caMo, 9K NpaLiBHUKK
BMOOPYOro wraby OTPUMYIOTb BKa3iBKM HEe NOPYLLYBaTK 3aKOHOAaBCTBO LWOA0
diHaHCYyBaHHSA KaMnaHil, ui NpaLiBHUKN MOBUHHI 3HATW, LLLO BOHW HE MAlOTb HATUCKATK Ha

rnocmnaHHa abo Bi,El,KpI/IBaTVI 000AaTKN B €/TEKTPOHHUX NMTNCTaX Big HEBIAOMMX Bi,D,I'IpaBHI/IKiB.

a. 3anydeHHs: OpraHisynTte 6a3oBe HaBYaHHA 3 iHGOpPMaUINHOT 6e3nekun AN HOBUX
npauiBHMKIB, AKNX BM 3any4vaeTe. Bun moxeTe nowmptosat Po3gaTkoBuin maTepian aong

npauiBHMKIB Nif Yac Takoro HaB4YaHHs (aus. c. 15).

b. HaB4aHHS: 3po6iTb 6€3MneKy YacTMHOK HaB4YaHb, L0 NPOBOAATLCA A1 MpaLiBHUKIB, TaKMX
SIK 3axX0AM AN NpauiBHMKIB BULLOIO PiBHA ab0 TPEHIHIK i3 3a6e3neyeHHs 9B8Kn BMOopLiB
(GOTV) nepen Bu6opamu. OpraHizynte OOATKOBI HABYaHHA A1 TUX, XTO BUKOHYE BaXKOUBI
poni, TOo6TO KaHAMAaTa, NPaLiBHUKIB Npec-Cy>6u, NPauiBHMKIB BULLLOIO PiBHS, @ TAKOX BCiX,
XTO Ma€ npaBa CUCTEMHOrO afMiHiCTpaTopa y Ballin mepexi. KepiBHMKW NOBWHHI BUMaratu,
Wo6 HarBaX/MBILLI NIOAM B KaMNaHil, BKOYHO i3 KaHAMAATOM, MPOXOAWIN NEPEBIPKY
HanawTyBaHb 6e3nekun TMMK, XTo Bignosigae 3a IT (ue Moxe 6yTn caM KepiBHUK). He

COpPOMTECH Ta He BaramTech, KONN NAeTbCa Npo 6e3neKky KaHamaaTa Ta iHLWMX BaX/IMBKX OCib!

c. MopaBauTte npuknaa: CtapLli KepPiBHMKN KamnaHii Ta KaHaNAAaT NOBMHHI BUKOHYBaTU
NOMITHY KEPIBHY PO/b, BUCTyNaloum 3a Kibepbesneky nif vac TPeHiHriB. KepiBHWKK
BULLIOrO PiBHS MatoTb NepiognyHO HaragyBaTu NPo BaX/MBICTb Kibepbe3sneku nignernmm
nig 4yac 3ycTpiden ta TenedoHHMX po3MoB. He 060B’A3KOBO, TPEHIHIM MalOTb MPOBOAUTH
TiINbKN eKCNepTn 3 TEXHIYHNX NUTaHb. KepiBHMK BUOOpYOro wrady abo HayanbHUK Cy>X6m
onepaTMBHOMO YNpaBiiHHA MOXe AOHEeCTM Giflbll NOTYXKHUIA MeceX caMe TOMY, Lo

nignerni 6a4atb NOro 9K MeHLL «TeXHIYHY» N0ANHY

e ApruarsEHd. 2QI8HR A /
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2. [lpoBoabTte peTenbHy cneuiasnbHy NepeBipKy NpauiBHUKIB, BOSIOHTEPIB Ta CTaXepiB —
BCiX, KOMY NOTPiOHWMA JocTyn o iHbopMaLil KaMnaHii, o6 YHUKHYTU HaAaHHA PEKBI3UTIB

KOpUcCtyBa4da KOMYCb, XTO Xo4e BUKpPACTh naHi abo I'Ii,EI,ipBaTVI pO6OTy BalnX CUCTEM.

a. Po3pobitb BM3HAYeHHA He nyOnidHOT iHbopMaLil Ta npasuna i BUKopuctaHHa. Hanpuknag,
BN MOXeTEe NPUAHATU PiLlLEHHA 3acekpeTuTn iHpopmaLito Npo BCi oNUTyBaHHA, MaTepianmn
OOCNiIOXKEHHSA, cTpaTeriyHi MeMmopaHayMu Ta NOB’A3aHi 3 HUMU €/TIeKTPOHHI TNCTH K

«YYTNNBI».

b. b. 3abopoHitb NnepenaHHAa NpuBaTHOI iHbOpMaLiT Yepes3 KaHann KOMyHiKaLil, aki He
YNpPaBAsoTbCA Ta HEe 3axXMLLAaloTbCA KaMnaHieto. B MoxeTte BuMaraTty, wob BoHa

nepepasanach TiNbkKW y BUrNagi 3awindpoBaHnx NnoBigomMieHbs (amBe. Kpok 2).

3. TepesBipTe, W06 KOHCYNbTAHTU Ta NOCTavYasibHUKK, SKi MatoTb 4OCTYN 4O NPUBATHOI
iHpopMaLil, Mann HagiiHy eneKTPOoHHY NoLTy Ta cuctemun 36epiraHHa (ams. Kpok 2). Y pasi
CYMHIBIB BUMaranTe, Wob nocravyasibHUKM Ta KOHCYNbTaHTU BUKOPUCTOBYBaNM 06M1iKoBUI

3anuc y BalwloMy odpicHOMY NakeTi B XxMapHi cuctemi (aus. Kpok 2).

4. KoHTpontonte gOCTyN A0 BaXX/IMBUX OHNANHOBUX CEPBICIB, TaKMX K OQiLinHi CTOPIHKK
KamnaHii B couymepexax, LWob YHUKHYTH IXHbOrO BUKOPUCTAHHA HECaHKLIOHOBaAHNUMM
ocobamu. NepekoHanTecCh, WO Ti, XTO 3a/MLWLatoTb KaMnaHito, 6inblle He MaTUMyTb
[OCTyny A0 1T akayHTiB. Lle MOXHa fierko 3pobutn 3a 4OMOMOroO0 iHCTPYMEHTA ynpaB/iiHHA
06NiKOBMM 3anNnCOM Y coLianbHNX Mepexax, SKUi aie gk “aBepi” 4o BCiX BalIMX akayHTIB.

9KLWO XTOCh 3aMMLIa€E KaMMnaHito, BM MAETE HeramHo BigKMIOUMTI BiAMOBIOHMA aKayHT.

5. TlMpoBoabTe HaBYaHHA A9 NpauiBHUKIB LLOAO 3arpo3un «dinHry». NepekoHanTecs,
LLLO BOHM 3HAIOTb, IK PO3MNi3HABATK Ta YHUKATK MigoO3pinX NocuiaHb, HAarooWynTe Ha
BaX/IMBOCTi BU3HAYEHHS Ta iHOOPMYBaHHSA NPO MOXUBI GILLMHIOBI aTakn. Y pamkax
YaCTUMHM NOTYXHOI KybTypy 6e3nekn KamnaHii NpauiBHUKM BULLOIO PiBHA MOBUHHI
BiA3HayaTK Ta 3a0X04yBaTU BCiX, XTO NOBIOM/IAE NPO Nigo3piny NoBeniHKy y CBOIN

cuctemi, abo BM3HAE, WO BOHM HATUCHYNN Ha NOTEHLUINHO WKIiAAWBE NOCUIAHHS.

6. [lam’aTanTe Npo HOPMATMBHO-NMPABOBY 6a3y. Y AeaKMX MiCLSX, BKIOYaoum
€sponencbknin Cotos, cTaHAapTN NpuBaTHOCTI NepeadayvatoTb NeBHI 060B’A3KOBI BMMOIM
WoA0 BCi€l iHpopMaLlil, Ky Moxxe 36upaTt Balla KaMnaHia, 0co6IMBO 0COOUCTI AaHi, Taki

K gemorpadidHi gaHi un agpecu.
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“MigBnweHnin” — 3pob6iTb HACTYNMHUIA KPOK

1. Taki nporpamHi npoayktu, sk Phishme ta KnowBe4, MOXyTb HaB4aTh BallMX NpauiBHUKIB,
Hagcunaw4m iMm danblmnBi GiLLMHIOBI IMCTU €1EKTPOHHOIO NMowToto. Lle 6e3neyHni,
WBWAKNIA Ta ebEKTUBHUI CMOCIO Ai3HAaTUCb, CTOCOBHO KOMO € PU3MK, LLLO BOHM HATUCHYTb
Ha MocunaHHS|, TOX BM MOXeTe NMpoBeCTU ANS HUX 4oOaTKOBe HaBYaHHSA. barato 3 Takmx

NPOAYKTIB TaKOX PinbTpytoTh AesKi CNPOo6U GILLMHIY Y BaLlii €1EKTPOHHIN CKPUHbLI.

2. $Kuwo y Bac € pecypcu, HanMiTb okpemo IT-npodecioHanis, aki 6yayTb 3anMMaTuUCb
CUCTEMaMM BaLLOI KaMnaHii, Ta ekcnepta 3 6e3neku IT, akuin 6yae gonomaraty 3axmLlaTm,
niaTpMMyBaTK Ta BiACTEXYBaTH UMPPOBY CTPYKTYPY Balloi KaMnaHii. Llen ekcnept abo
eKcrnepTka MOXe NMPOBOAUTU PErynspHe HaBYaHHA 3 6€3NeKn Ta NepeBiIpPATH 0LAEN Ta

CUCTEMMU, HANALUTOBYHOUN OE3MNEKOBI PiLLEHHS.

3. Yknagitb 4OroBip 3 KOMNAHIELD, SKa 3anMacTbCa Kibepbe3nekoto i HagacTb 6€3NeKoBi
PilLEHHN Ta NeperngHe 3axmcT Ta /abo NpoBeae MOHITOPUHI BalMX CUCTEM Ha NpeameT
3namy. BusHauTte, 4O K0T KaMnaHii B 6yaeTte 3BepTaTUCh, AKLLO BacC «3/1aMatoTb» i BaM
3HagoOUTbCA TEPMIHOBA MIATPMMKa Ta pearyBaHHs. Lie moxe OyTn anbtepHaTtuBoO Hanmy
ekcnepta 3 6e3nekn IT Ha NoBHWIN pobouni aeHb. [NpoBeaiTb aHani3s puHKy Ta 06epiTb
KOMMaHIlo 3 rapHOIO penyTauieto — He BCi KoMnaHily cdepi Kibepbe3nekn NpornoHyoTb

OAHAKOBUW PiBEHb MNOC/YT.

POBOTA 3 NPO®ECIOHAJIAMU Y CDEPI BE3INMEKU

9AKLLO BM NPUAMAaETE pPilLEHHA NpaLuoBaTh 3 NnpodecioHanoM 3 6e3neKku, Sk Bu
OLiHIOBaTMMeETE, UM Lie NpaBu/bHa NiogmHa abo KoMnaHin? HesanexHo Big Toro, ym 6yae

Le ocobucta pekoMeHaais abo No3nUTUBHI BIATYKN, BAXX/TMBO YHUKaTK GiHAHCOBO AOPOrol,
ane HeedeKTMBHOI NiaTpUMKMW. [ig Yyac iHTepB’to 3 NOTEHUIMHMMKW eKcrepTaMn 3 NUTaHb
6e3nekun, cnuTamTe iX, 9K BOHW i/ B pasi iHUMAOEHTY, NOB’A3aHOr0 3 6€3neKOoto, i AK BOHU
CTBOPIOBaIM yMOBW A5 6inblu 6e3ne4Hol poooTH iHWKX. BignoBigHWIA KOMITET BaLlol napTil
ab0 npauiBHMKM LWITabY, AKMM BM OOBIPSETE, MOXYTb MOPEKOMEHAYBATN KAHONAATIB, 3 AKUX
BN MOXeTe Bnbupatu. Nam’atante, WO KynbTypa BNAMBAE Ha 6€3MeKy, a TakoX Te, Lo HaBiTb
HanKpaLli pekoMeHaaLil MOXyTb HE AOMOMOITU JOCArTU pe3ynbraTy, AKLLO IX HE BUKOHYBAaTH

(To6TO NPOCTO YKNaAEHHS KOHTPAKTY 3 KOMMaHieto B chepi Kibepbe3nekn He BUPILLUTD

BaLLMX Npobnem).

e ApruarsEHd. 2QI8HR A /



Kpok 2: KomyHikauis

He Bci MmeTogu KoMyHiKa1il € ofHaKOBO 6e3IeYHNIMI, TOX OyAbTe CBifloMi I[OZ0
TOTO, B AKMII CTIOCi0 BM crinKyeTech. KepiBHUKY KaMIIaHii TOBUHHI BCTAHOBUTH
CTaHJAPT, AKUIT 320X04YY€E 0COOMCTI PO3MOBH 3aBXKAM, KOJIM Ile MOXK/IUBO, Ta He
HiATpUMYye 0OMiH HermoTpiOHMMY a00 3aiiBUMM eJIeKTPOHHMMMU cTaMu. Bce, 1110 BU
IMIIeTe B e/IEKTPOHHOMY JIMCTi, MOXXe OyTI OIyO/IiKOBaHO B raseTi abo cormepexax
— MOXIUBO, Tic/s 3m0BMucHOI Mopudikauii. Komm sieTbesa npo tenedoHHi A3BiHKY,
TEKCTOBI IOBiTOM/IEHHS a00 e/IeKTPOHHI MCTY — Pi3Hi IPOAYKTY Ta HOCTYTH
IIPOIIOHYIOTh Pi3Hi PiBHI 3aXUCTY, TOX IIPOBEMIiTh BIACHE JOCTI/PKEHHA IePI HiX

obupary, sKi cucteMu O6YAyTh BUKOPUCTOBYBATHCh ITifl Yac BalIol KaMITaHil.

“AocratHin” — LLjo Tpeba 3pobutn

1. [na cninkyBaHHS BUMKOPUCTOBYMTE SKOMOra 6e3neyHilli cuctemu.

a. BukopucrtoByWite cepBicv MOBHOrO WKdpyBaHHS MNOBIAOMAEHDb, Hanpuknag Signal
a6o Wickr, ocobnuBo gns HagcunaHHA NoBiAOMNEHb, MOWMPEHHSA OOKYMEHTIB Ta
3[icHeHHs TenedoHHMX A3BiHKIB. Barato kamnaHin BMMaratoThb, Wo6b vyTamBea iHdopmauis
nepegasanacs nvile y BUrnagi 3almppoBaHmnx NoBiAOM/EHb, i HacTO ANSA NpaLuiBHUKIB
KaMnaHii Hanerwe 3BMKHYTU BUKOPUCTOBYBATM Ui 4OOATKMN N5 BCiX KOMYyHiKauin (ue
0co6MBO AOPEYHO ANnd 0Ci6 3 BUCOKMM PIBHEM PU3KKY, HANpPUKNag, kaHguaartis). Signal
Ta Wickr ny6nikytoTb CBili BUXigHWIA KoA ONa nepernagy, Ta 3abe3neyyotb GyHKUIOHaNbHI
XapaKTePUCTUKU, AKi SMEHLLYIOTb PU3KK, HANPUKIaa, 4O3BO/AI0Tb BAM aBTOMATUYHO
BMOANATM NoBigoMneHHs. MNepekoHanTecs, WO Balli NOBIAOMAEHHSA HE CUHXPOHI3YIOTbCS 3

BaLLMM KOMM'lOTEPOM a6o 3aMbpPOBaHMMM akayHTaMu y XMapax.

b. BigkniouiTb apxiByBaHHS CepBIiCiB TEKCTOBUX MOBIAOMNEHb, Takux gk Google Chat Ta
Slack, wo6 crapi NoBiAOMIEHHSA 3 YaTiB He MOrKn 6yTn 3roaoM BUKpageHi. [na uboro
3anaiTb B «<HaNaLWTyBaHHA» Ta BUCTABTE YaCOBi PaMKW «MONITUKM 36epiraHHay. [edki
CcepBicK BUMaraTb LbOro 4515 KOXHO0 OKpemoro yaty. Mn pekomeHayemo 36epiratm

NOBIAOM/IEHHSA B YaTtax ApoTAromM O4HOro TUXXHA abo HaBiTb MeHLe.

2. BukopucrtoByite odicHUI NaKeT, po3TalloBaHni y XxMapi, Lo 3abe3nevye 6e3neyHe
€/1EKTPOHHE NNCTYBaHHSA, CTBOPEHHSA AOKYMEHTIB, PO3MOBM Ta 06MiH darnamu,
Hanpukniag, GSuite abo Microsoft365. 3okpema, GSuite Bkntouyae Google Drive
ans oomiHy danammn, Gmail 4na enekTpoHHOro IMCTyBaHHA, Google Hangouts
A1 pO3MOB, a TakoxX Google Docs ans 06pobKn TEKCTOBUX AaHUX, ENEKTPOHHMNX
Tabnuub Ta npesexTauin. Microsoft365 nponoHye OneDrive/SharePoint gns o6miny
dannamu, Outlook/Exchange ansa enekTpoHHOro NnCTyBaHHs, Microsoft Teams gns
po3moB Ta Microsoft Office o 06po6Ku TEKCTOBUX AaHUX, €TEKTPOHHUX Tabnub Ta

npeseHTauin. B pasi AKLWo BN He HaNMa€ETe BUCOKOKBaNiGpikoBaHMX (Ta NOTEHLIMHO
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aoporux) npodecioHaniB 3 6€3nekn, To XMapHi CUCTEMU, AKi yNPaBAAOTLCA NPOBIAHMMU
KOMMaHifAMW, HagaBaTUMYTb GiNlbLUNIA 3aXUCT, HiXX OyaAb-AKi cepBepu, Ki BU MOXETE
BCTAHOBUTWN Y CBOEMY BMOOPYOMY LUTAGI. ICHYIOTb 6€3KOLITOBHI BEPCiT 060X MPOAYKTIB,
ane nnaTtHi Bepcii HagaayTb Bam HabaraTto GinbLie MOX/IMBOCTEN aaMiHicTpaTopa. Google
TAKOX MPOMOHYE 6E3KOLUTOBHI NOCAYrM A9 3aX1CTy OpraHisauii y 3arpo3nnsomy
cepepoBuLi, Taki gk Outline, BnacHuii VPN; Project Shield — cepsic, o 3axumwae BaLu
Be6-canT Big cnpob BigkoyeHHs; Ta Password Alert, aknin nonepeaxae Bac, AKLWo BU

BBOAMTE CBit Nnaponb Gmail Ha diluMHroBoMy calTi.

LLLO TAKE «<XMAPA>»?

«XMapHi cepBicn» 3a6e3ne4yoTb yrnpaBaiHHA Ta 4OCTyn Ao iHbopmauii, o 36epiraerbca
ANCTaHUINHO B iHTepHeTI. BoHu nigTpumytoTb opdranHoBi cepepu, AKMMK YNpaBAaioTb
TPETi CTOPOHW; A0 HUX HanexaTtb 6arato NOLUMPEHMX CEPBICIB AKi BU, MOX/INBO, BXE
BUKOPUCTOBYETE, Hanpuknag Gmail abo Dropbox. [Jo6pe, skiwo Bu 36epiraeTe iHpopmaLito
3a JOMOMOrO HaAIMHOro NpoBaliaepa CEPBiICY XMAapHOro CXOBULLA, @ HE Ha BlaCHOMY
KOMM’IOTEPI, OCKifIbKM Taki MpoBangepu MaroTb KOLLTW, TEXHIYHI peCcypcu Ta eKCnepTHI
3HAHHS 41K TOro, Wo6 3pobutn CBOT NOCAYrn Ginblu 6€3MeUYHUMM, HiDK XXOPCTKUN OUCK

Ha Baluomy nentorni abo odicHMI cepBep. BOHM TakoX MatoTb 4OCTATHBO TEXHIUHOIO
nepcoHany, SKnii Npautoe 19 3axXUCTy Bif, CKIaAHMX aTak Ha iXHi Mepexi (TOX i Ha BaLuli gaHi
Takox). Lle MoxxHa NopiBHATK 3i 36epeXEHHAM roTiBKK Mig maTpauom abo y 3axXmLeHOoOMy
cendi B 6aHKy. BUKOPUCTaHHA XMapHMX CXOBWLL, MPOMOHYE OAATKOBUN 3aM06IKHUK

MpPOTK BTPATM AaHMNX, AKLLO NePCOHanbHWN NPUCTPI Byae 3arybneHmnin abo 31amaHuin.
36€epexeHHs Y XMapi € ONui€to, L0 BK/TIOYAETLCS Y KOMIMIEKCHI NOCyr 6€3Mnekn Takmx
odicHMx nakerTiB, Ak GSuite Ta Microsoft365. [1o iHwmx cepgiciB HanexuTtb Dropbox a6o
Box. BaxxnmBo nam’ataTy, WO A0 LMX MDKHAPOAHMX KOPNopaL,in MOXYTb 3aCTOCOBYBATUCH
3aKOHOAAaBYI BUMOIM CTOCOBHO iCTOPII KOHTaKTIB, €1€KTPOHHOIO IMCTYBaHHA abo 3MicTy
dannis. BinbLwicTb NPOBIAHMX KOPMOPAaLii, BKNIOYalo4M BCi 3ragaHi TyT, MatoTb CyBOPI

MOMITVKM LLOA0 TOrO, KO/IM BOHU BVUKOHYBAaTUMYTb Li BUMOT L.

3. Bupansante enekTpoHHE NNCTYBaHHA

a. Bkniouyitb PyHKLUIO aBTOMATUYHOrO BUOANEHHSA Y CBOEMY A0AATKY €1E€KTPOHHOI NowWTN ANng
CTapux €N1eKTPOHHUX JIUCTIB, W06 CKOPOTUTU KiNIbKICTb NIUCTIB, AKi MOTEHUIMHO MOXYTb 6yTn
BUKpaAeHi. K npaBuno, 4Ns UbOro BUMAaraeTbCs 3anTu Ta 3MiHUTU «[TONITUKY 36epexeHHs»
Ha 6inbll KOpOTKNUN Nepiog y «HanawTtyBaHHAX». LLLo6 nepekoHaTUCh, WO /IMCTU He

3a5uMatoTbea y nanui «<BuaaneHi», BCTaHOBITb Ha/lalLTyBaHHA Ha aBTOMATUYHE OYMLLIEHHS
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nanku «BuganeHi» nicng 3akiHYeHHS NEBHOMO NPOMIXKY Yacy. Mn pekomeHayeMo
30epirat €1eKTPOHHI IMCTV NPOTAroM O4HOro Micaus abo MeHLUe, KO 3aKOHOM He

BUMAraeTbCyd 36epiraT|/| X aosBLle. Te, 4Oro BN He MaeEeTe, He MO>XXHa BUKpPaCTL.
4. 3axuwante nepcoHasnbHi 06/1iKOBI 3anMcu

a. CnpaBwu KaMnaHil HIKONIM He MaloTb 3’ABNATUCE B 0COOUCTUX akayHTax. BTim, omoHeHTn
OyayTb HaMaraTucb 3/1aMaTn OCOOUCTI akayHTU, TOX 3abe3neuyTe, WOO Balli NpaLiBHUKK
BUMKOPWUCTOBYBANM HagdiliHi naponi Ta ABodakTopHy BepudikaLito TaKoX An1s 0COOUCTUX

06NiKOBMX 3aMnunCiB (Le BKIOYeHO A0 Po3gaTkoBOro matepiany Ang npauiBHUKIB, AMB. C. 15).

A LLO 4K A1 HE AOBIPAIO XMAPHOMY CXOBULLLY?

Lesknm naptiam He ayxxe nofob6aeThcs ines AoBipuTH CBOKO iHPOPMALLIKO CTOPOHHIN
KOMMaHil. IKLLO BN HANOMAraeTe Ha TOMY, LLLO6 MaTu BNAaCHY TEXHONOTiYHY iHGPaCTPYKTYpY,
nam’aTamTe, LLLO MOX/IMBO BaM LOBEeAETLCS 3axmLLaTh Ti Big opraHis 6e3nekun gepxas. [eski

MipKyBaHHS:

o Ha Bac noknaga€eTbcs BiANOBiAANbHICTL 3a pO3yMiHH‘F|, 3a6e3neYyeHHsa 6e3nekun Ta
peryntoBaHHA BCiX acrnekTiB Y BalWnX cnucrtemax, CepBepHUX goaaTtkax, nporpaMmHomMy

3ab6e3neyeHHi, 6a3ax JaHUX Ta TEXHOMOrIAX 3’€AHAHHSA.

- Bam BapTO NnepeKoHaTUCh, WO 3B'A30K 3 BaLLUMMMW K/IOHOBMMU naaThopMamu € ayxe

HagiiHMM Ta He BPa3/IMBMM 40 MaHinynsauin, ueHsypun abo DDOS.

. BaM noTpibHo Gyae aKTMBHO BiACTEXYBATN MOX/IMBI 3/1aMW1 Ta MaTu JIIOAUHY Ha 3B’SA3KY

B pexumi 24/7.
- Bam notpi6bHo 6yae 3abe3neuntn 6e3neyHe ancTaHuiiHe pe3epBHE KOMitoBaHHS.

« Y pasiicHyBaHHSA pn3unky disnyHOro pengy BCro Bally iHpopmaLito Moxe 6yTn

BUNYYEHO.
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LLO TAKE LUNDOPYBAHHA?

LLindpyBaHHsS — Le cnocib kogyBaHHS iHpopMaLil Mig Yac iT nepegayi Mixk KopucTyBadamu

a60 36epeXeHHS TaKMi CNoCi6, WO 1T MiF NpoYMTaT INLLE BU3HAYEHNIA OTPUMYBAY. YBiTb
COO6i: KOpUCTyBaY «nepensyTyeE» AaHi, KONW iX HAACUNAE, i TiNIbKW BU3HAYEHUIN OTPUMYBaY MaE
K/ItoY, Wo6 Bce Le po3nyTati. Byae oouinbHO BUKOPUCTOBYBaTH LUNGPYBaHHS, 0CO6/IMBO AN
YYTANBOI iIHOPMALLil, TOMY LLO HaBIiTb AKLLO 3/TOBMUCHUK BUKPaAe AaHi, MasloMMOBIPHO, LLO

BiH 3MOXe TX NpoyunTaTi. BinbLicTb AoaaTKiB, WO BUKOPUCTOBYIOTb LLUMGPYBAHHS, HANPUKIag,
Signal a6o Wickr, po6nsiTb Ler npouec HeNnomiTHUM. HackpisHe LWwndpyBaHHS € BaXKIMBOLO
CK/1ag0BOoI0 Y KOMYHiKaLiNHUX NporpaMax — Lie 03Ha4aE, Lo Balle NOBiAOMNEHHSA 3a/ULLIAETbCA
CEKPETHMM Bif BaLloro TesiedoHy abo KOMM'toTepa Ha BCbOMY LUASXY 00 TOUKM MPU3HAYEHHS, |
HIXTO — BK/IOYaIO4M cCamMoro npoeangepa AoAaTky — He MOXe YMTaTy NoBIAOMIEHHS. AKLO Lie
MOX/IMBO, TAKOX BUKOPUCTOBYMTE LLUNGPYBaHHSA BCbOro AUCKY HA CBOEMY NENTOMi; SKLLO NOro

BMKpaayTb abo BU 3anMLLIMTE MOro B aBTOGYCI, HIXTO HE 3MOXE NMPOYUTaTV 3MICT.

LLEH3YPA, CTEXXEHHSA TA BIAK/TIOYEHHSA IHTEPHETY

Ha >anb, y 6aratbox KyToukax CBITy LUMPATbCA TEHAEHLT BCTAHOBUTU KOHTPO/Tb HaA BiOKPUTUM
AEMOKPATUYHNM MPOCTOPOM iHTEPHETY. Lli TeHaeHUiT BktovatoTb B cebe 6/10KyBaHHSA

BaXX/IMBUX KaHasiB KOMyHiKaLjl, Hanpukiag, Takux 9k WhatsApp ato Twitter; ueH3ypyBaHHS
BaLUMX Ny6niYHMX BEO-CanTiB; arpecBHE BIACTEXEHHSA rPOMaAsH, SKi BiABigytoTb BaLli OHIalH
pecypcu, Yn TOro, Lo pOONATh BaLli NPaUiBHUKW OHMANH. Y HaWripLmMX BUNagKax, KifbKiCTb AK1x

He6e3MneyYHO 3poCTaE, KpaiHa MOXe HaBITb 3aKPUTU JOCTYM A0 iIHTEPHETY.

3aBxan Tpeba MaTh 3anacHuii naH. 9KLLo Balla napTia abo kamnaHid 0cob/MBO

3an1eXunTb Bif Be6-CcanTy BaLLol KamnaHil, 3pobiTb Tak, Wo6 Ha BaLuin ctopiHui y Facebook
6yna HanBaXxnmBilLa iHbopMaLlia Ha TOM BUNAaAOoK, AKLLO Ball canT 6yae 3a6/10KoBaHWN

ab0 LeH3ypoBaHW. AKLLO K/TIOHOBMM KaHanom KomyHikauil € WhatsApp, 6yabTe rotosi
BukopuctoByBat CMC abo malite pe3epBHUN TenePoHHNA CAMCOK 3 yCiMa HOMepaMMm.
Ao BiacTexxeHHa Be6-Tpadiky abo AidIbHOCTI MpaLiBHUKIB BaLLOT KaMMaHil OHanH MoXe
CTBOPUTU NPOBAEMU, POIITIAHBTE MOX/IMBOCTI A1 BUKOPUCTaHHS OOXIOHNX iIHCTPYMEHTIB
abo aHoHimizaTopiB, Hanpuknag Tor Browser', Psiphon? un Outline® do-it-yourself VPN. Mavite
nif, PYKOIO CAMCOK XYPHAanNICTIB, 3 AKUMW BW NPALIOETE, | Y BUNaAKY NOCUIEHHS LeH3ypu abo
BiKMIOYEHHS IHTEPHETY, AONMOMOXiTb IM BUCBIT/INTU LLIEN CIOXET.

[1] https://www.torproject.org/projects/torbrowser.html.en
[2] https://www.psiphon3.com/en/index.html

[3] https://getoutline.org/en/home
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MIATPUMKA BALLIOIO BEB-CAUTY OHJTAVH

Be6-canT BaLLOl KamnaHii, CKOpiLl 3a BCe, € OAHIEI0 3 HANBAX/MBILLINX NMYyONIYHNX
KOMYHiKaUiiH1X nnaTPopm, a TaKOX HarIermm cnocobom Ans rpomMagsH gisHatmcs
npo Bac. Lle pobuTb BaLly NPUCYTHICTb OHaliH 0CO6AMBO NPMBAGANBOIO MiLLEHHIO
ONS1 3/T0BMUCHUX XakepiB abo Hego6pPOCOBICHMX OMOHEHTIB. PO3rNsHLETE MOX/TIMBOCTI
0719 BUKOPUCTaHHSA KEPOBaHMX XOCTUHIOBUX niatdopm, Takmx sk Wordpress.com, Wix,
abo Google Pages, Ha SKnx BN He HeceTe BiANOBIAANbHOCTI 3@ BUKOHAHHA 060B’A3KIB
agMiHicTpaTopa 3 6e3nekn Beb-canTy. AKLLO BM XOUeTE MaTun BlaCHWUA BE6-CanT,
nepeKoHamnTeCh, LLIO BN € EKCNePTOM, ab0 L0 BM MOXeTe HalHATK npodecioHanis, sKi

OyOyTb 3aXULLATN MOrO Bif XakepiB.

Bce vacTile xakepu BUKOPUCTOBYIOTb PO3MOAI/IEHI aTaku
Ha BigMoBY B 06cnyroByBaHHi (@aHr1. DDOS), wo6 BnuBecTr cat odaianH nif Yac KpUTUYHUX

nepiogiB yepes BeM4ve3sHi 06carn GikTMBHUX 3amnunTiB.

Mepexi po3noginy 3micty (Content Distribution Networks — CDNs) gatotb MOXINBICTb
TPUMATK KeLLOoBaHY KOMito BALLOrO CanTy Ha MOTY>KHUX cepBepax B yCbOMY CBITi, 3aBOAKM
YOMY Mam>e HEMOX/IMBO «3/1aMaTuy 1x yci. Cloudflare Ta Google’s Project Shield - aoBa

NPOAYKTH, SIKi MOXYTb OMOMOITU 3aXMCTUTK BaLli NyOniYHi Be6-carTn.
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Kpok 3: flocTyn Ta ynpaB/iiHHA aKayHTOM

OpHuM 3 HalICK/IaHIIINX aCIIeKTiB 6e3eKy € HeloMycK (HaZaHHA 0OMeXeHOTo
IOCTYIY A/1s1) HeaBTOPM3OBAHMX KOPUCTYBauiB. lle 03Ha4ae HepoIyIIeHHA
3JIOBMMCHYIKIB [JO BAalllXX JAaHUX Ta HEHaJJlaHHA NPALjiBHMKAM BallOl KaMIIaHil
moctyny mo indopmariii, ska iM He moTpibHA. X04a MOXKe 3[]aBaTICA, IO AesAKi
HaBeJjeHl HIDKYe peKOMEH/Iallil He3py4YHi y BUKOPUCTaHHi, ajie Xakepyu MOXYTh

CKOpUCTATUCA IIOMUTIKAaMU TUX, XTO uiHye BPY‘IHiCTb IIOHAa[ 6e3ne1<y.

LLO TAKE ABODAKTOPHA AYTEHTUDIKALIA?

[BodakTopHa ayTeHTMdiKaLia — ue opyrui piBeHb 6e3neku, LWo BMMAarae Big KOpucTyBaya
HafaTn fooaTKoBe NIATBEPOXKEHHS, KPiM napons. Apyrun Gaktop € ayxe BaXX/IMBUM,
OCKiNbKM AKLLO BaLl Naposb 6yae BKpPageHo, 3/1I0BMUCHMK BCE OQHO HE 3MOXE 3aliTn y
Ball akayHT. Bam BigomMuin BaLl naporsb, a Apyrum Gaktop BU OTPUMYETE Y BUMISAI KOLY,
3reHepoBaHOro 40AaTKOM, Le i3ndHuiA Knod abo HaBiTb LLIOCb BIOMETpUYHE, HaNpUKIaa,

BiAOGUTOK nanbLg.

“AocratHin” — LLjo Tpeba 3pobutn

1.  BwumarawnTte gBodakTtopHy ayteHTudikauito (2FA) onsa Bcix cnctem Ta goaaTtkis. YHukanTe
TekcToBux noeigomneHb (CMC) gna aBodakTopHOI ayTeHTUdiKaLil, TOMy WO HanagHWKn
MOXYTb NIErKO K/IOHYBaTWU HOMep TenedoHy Ta OTpUMaT JOCTYN A0 TEKCTOBUX
noBsigomneHb. ICHyOTb Kinbka goaaTkie 2FA, aki npautooTb Tak camo, 9K TEKCTOBI
nosigomneHHs, 3okpema Google Authenticator, Microsoft Authenticator ta Duo Mobile. Bu
TaKOX MoxeTe BukopuctosysaTth disndHuin knoy FIDO («wBnaka igeHTudikauis oOHNanH»),
AKNn BCTaBNseTbca y Baw USB gpanBep, Hanpuknag Yubikey abo Feitian. KopucHum

OOBiIOHUKOM CepBiCiB, SKi HagalTb abo He HagatoTb 2FA, € Beb-cant “TwoFactorAuth.org”.

2. [Maponi.

a. Bwumaralite BMkopuctaHHa AOBrMx Nnaponis. K MU BXe 3a3Hadanv paHille, CTBOpONTe
OOBri Ta HaAiHi naponi. MoXINBOCTI CydacHUX KOMM'IOTEPiB AO3BO/AIOTL 31amaTth
CeMM3HaYHNI Naposb 3a MinicekyHau. Maporb, Wwo cknagaetbca 3 20 abo Hagitb 3 30
3HaKiB BMMarae Bif xakepa HabaraTto AOBLLOro Yacy Ha 3naM. O6epiTb NOCNiAOBHICTL CAiB,

AKY BU NErKO MoXeTe 3anam’artaTtu.
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b. He nostoptoiite naponi! BukopucTtoByiTe pisHi Nnaponi AN pisHMX akayHTiB, Wob xakep He

3Mir 371amMaTh Kiflbka akayHTiB, 9KLLOo Oyae BUKpageHun oguMH naporb.

c. [nsa 3axucTy npauiBHMKIB Ta BOIOHTEPIB KamnaHil Bia QilLMHIroBUX atak nepegasanTe
naposi ocobucTto abo yepes WrdpoBaHi NOBIAOMNEHHS, LLIO 3HULLYIOTLCS Yepe3 KOPOTKUN
NPOMIXKOK Yacy. BumararTte 3anuTy 3MiHKM NaponiB ANgA LEeHTPasibHUX aKayHTIB y TaKui
camum crnocio abo yepes Bigeoyar, Wob NepekoHaTUCh, Lo Ue AINCHO npauiBHUK abo
BONOHTEP KaMnaHii. Hikonn He nepegaBanTe Naponi Yepes eNeKTPOHHY MOLUTY Ta He

36epirarniTe/po3gaBanite ix 3a AONOMOIO CIY>KOU NIATPUMKMN.

3. KopwucTyiTecb MeHegkepom naponie, Hanpuknag LastPass, 1Password a6o Dashlane,
SIKi JOMOMOXYTb BaM /1ErKO KepPYBaTW BE/IUKOIO KiSIbKICTIO OBIrMX HadiMHUX Naponis.

BogHo4ac nepekoHanTecCh, Lo Balla CMCTEMA YNpPaB/iHHA Ma€E OB Ta HaAiMHNN

naposb i ABOGAKTOPHY ayTeHTUdIKauito. Ha CborogHilHii AeHb MU HE PEKOMEHAYEMO BaM

KOPUCTYBaTUCb MeHemkepamun naponis, BOyaoBaHnmM y Taki 6pay3epu gk Chrome, Safari

Ta Firefox, aki HanyvacTiwe € MeHLW 6e3NeYHNMU HiXX 3rafaHi OKPEMI MEHEOXEPW.

4. CTBOpPITb OKPEMI aKayHTU 4719 aAMIHICTPaTOPiB Ta KOPUCTYBAaYIB i Ay>Xe CyBOPO OOMexTe
OOCTYN A0 aKayHTIB afAMiHiCTpaTopiB. AOMIHICTpPaTOpKU TaKOX MOBUHHI MaTK ABa OKpPeMI
aKayHTM KaMna